United Nations Office on Drugs and Crime
LETTER FROM THE EXECUTIVE BOARD

Dear Delegates, It gives me incredible delight to invite you all to the academic simulation of the
United Nations United Nations Office on Drugs and Crime at CANMUN"24. We trust this
experience improves your public speaking abilities and that you find out about a squeezing world
issue that convolutes the existence of numerous individuals in our nation just as abroad. Please
consider that the following guide, as the name suggests, is merely to provide you with the
background of the agenda and cannot serve as a credible source of information. Your real
research lies beyond this guide, and we hope to see some strong content and debate come our
way.

The agenda at hand is vast and complex and a successful discussion on it would entail the
collective participation of all of you. It shall be your prerogative to decide the direction in which
you want to take this committee. The background guide is designed to help everyone to
understand the basic things about the agenda, and we strongly recommend that you research
various things on your own. We also suggest understanding how various rights get affected
(legally). Do not feel taken aback by the research, foreign policy and other details of the allotted
country.

Before coming for the meeting, it is vital to break the agenda into more modest subtopics and
pose inquiries to yourself about the plan. Making chits and directed gathering points previously
would give you an edge. That said, we also want you to understand that a Model UN is more
about collaboration and coming together to solve global issues than a competition and we
sincerely hope that the entire committee comes with the right spirit in this conference. It is also
crucial to enhance your leadership skills and lobbying capacity since we would give equal
importance to overall participation in the committee.

We would be using the UNA-USA rules of procedure to facilitate this simulation. Take the
initiative to research properly. PLEASE DO READ THE GUIDE. While it is a clear agenda, it is
still open to interpretation and there shall be no direction of debate that shall be provided by the
Executive Board. Delegates are required to direct the council at all stages unless stagnation
occurs. The agenda of an MUN is a beautiful experience and is not as difficult as it may seem.
We hope to see a great level of effort and enthusiasm from you all so that we all can take back a
great experience.

Best Regards,

Chairperson - Anish G
Vice Chairperson - Darshan CP



Moderator - Harimurali V
MANDATE OF THE UNODC

UNODC is working to mainstream a gender perspective into all aspects of its work, by making
women, men, girls and boys's concerns and experiences an integral dimension of the design,
implementation, monitoring and evaluation of all institutional processes, programmes and
activities. The Office plays a leading global role in supporting Member States in addressing
organized crime, corruption and terrorism and in promoting criminal justice reform, drug
demand reduction and HIV/AIDS prevention, thus contributing to the achievement of the 17
Sustainable Development Goals and their 169 targets.

Through its work at the global, national and regional levels, UNODC provides support to
Member States in reaching their targets under the 2030 Agenda. A series of international
instruments and resolutions call upon Member States to mainstream a gender equality
perspective into their legislation and policies and to adopt special measures to promote gender
equality and the empowerment of women. Those instruments and resolutions also provide
guidance to the work of UNOV/UNODC. Of particular relevance to UNODC mandates are
human rights related to the areas of justice, security, and health.

The prevention and reduction of all forms of violence and abuse should be at the heart of any
agenda that fully recognizes the centrality of human security, both as a human rights imperative
and as being integral to development. The Commission on Narcotic Drugs and the Commission
on Crime Prevention and Criminal Justice, as governing bodies of UNODC, provide UNODC
with specific mandates, which consistently indicate the need to integrate human rights in States'
response to drugs, crime and terrorism, through various resolutions. The work of UNODC is
guided by a broad range of international, legally binding instruments and treaties.

The work of UNODC is guided by a broad range of international, legally binding instruments and
treaties. The following three conventions form the basis of the work conducted by the organization,
including the UNODC Drug Dependence Treatment and Rehabilitation unit:

e Convention on Narcotic Drugs (1961) - amended by a Protocol in 1972

e Convention on Psychotropic Substances (1971)

e Convention against the Illicit Traffic in Narcotic Drugs and Psychotropic Substances (1988)

These three major international drug control treaties are complementary and aim at ensuring the
availability of narcotic drugs and psychotropic substances for medical and scientific purposes, whilst
preventing their diversion and their abuse.

In June 1998, the twentieth special session of the General Assembly (UNGASS) was convened as the
largest multilateral gathering ever held on combating illegal drug trafficking and abuse. With the


https://www.unodc.org/unodc/en/treaties/
https://www.unodc.org/unodc/en/treaties/
https://www.unodc.org/unodc/en/treaties/single-convention.html
https://www.unodc.org/unodc/en/treaties/psychotropics.html
https://www.unodc.org/unodc/en/treaties/illicit-trafficking.html

adoption of a ten-year plan on countering the world drug problem, Member States recognized the
strategic significance of the human rights dimension in both supply and demand reduction activities.

A decade later, at the high-level segment of the fifty-second session of the Commission on Narcotic
Drugs (March 2009), Member States evaluated progress made. Moreover they identified future
priorities for drug control beyond 2009 and adopted the Political Declaration and Plan of Action on
International Cooperation towards an Integrated and Balanced Strategy to Counter the World Drug
Problem (2009):

"....Member States should: Ensure that access to drug treatment [that] is affordable,

culturally appropriate and based on scientific evidence [is available] and that drug dependence care
services are included in health-care systems, whether public or private, with the involvement of
primary and, where appropriate, specialized health-care services, in accordance with the national
legislation".

The paper Drug policy provisions from the international drug control Conventions
(E/CN.7/2014/CRP.5), discussing the implications of the three Conventions for drug policy, was
published at the 57th Commission on Narcotic Drugs, in March 2014. It gave great impetus to the
work conducted in the area of drug dependence treatment, highlighting again..."the right to be treated
for drug use disorders, without stigma and discrimination is the same as the right to be treated for any
other chronic disease in the healthcare system".

UNODC and its partners continue to work towards achieving the targets outlined in the 2009 Political
Declaration. In early 2016, a United Nations General Assembly Special Session (UNGASS) on the
World Drug Problem reviewed progress made

so far.


https://www.unodc.org/documents/ungass2016/V0984963-English.pdf
https://www.unodc.org/documents/ungass2016/V0984963-English.pdf
https://www.unodc.org/documents/ungass2016/V0984963-English.pdf
https://www.unodc.org/documents/ungass2016/Drug_policy_provisions_from_the_international_drug_control_Conventions.pdf
https://www.unodc.org/documents/ungass2016/Drug_policy_provisions_from_the_international_drug_control_Conventions.pdf

I. Beginner’s Guide to Model UN
Question 1: What is the United Nations?

The United Nations is an international organization founded in 1945 to maintain international
peace and security, developing friendly relations among nations and promoting social progress,
better living standards and human rights by 51 countries. The United Nations has 6 principal
organs. The UN has 4 main purposes:

e To keep peace throughout the world;

e To develop friendly relations among nations;

e To help nations work together to improve the lives of poor people, to conquer hunger, disease
and illiteracy, and to encourage respect for each other’s rights and freedoms;

e To be a center for harmonizing the actions of nations to achieve these goals.

Question 2: What is considered to be valid evidence in the Model United Nations?
1. News Sources:

a. REUTERS — Any Reuters article which clearly makes mention of the factor is in contradiction
of the fact being stated by a delegate in council. http://www.reuters.com/ b. State-operated News
Agencies — These reports can be used in the support of or against the State that owns the News
Agency. These reports, if credible or substantial enough, can be used in support of or against any
Country as such but in that situation, they can be denied by any other country in the council.
Some examples are,

RUSSIA Novosti (Russia) http://en.rian.ru/

IRAN (Iran)_http://www.irna.ir/ENIndex.htm
BBC (United Kingdom)_http://www.bbc.co.uk/

Xinhua News Agency and CCTV (P.R. China) http://cctvnews.cntv.cn/

b=

2. Government Reports:

These reports can be used in a similar way as the State Operated News Agencies reports and can,
in all circumstances, be denied by another country.

a. Government Websites like the State Department of the United States of America
(http://www.state.gov/index.htm ) or the Ministry of Defense of the Russian Federation (
http://www.eng.mil.ru/en/index.htm )



http://en.rian.ru/
http://www.irna.ir/ENIndex.htm
http://www.bbc.co.uk/
http://cctvnews.cntv.cn/
http://www.state.gov/index.htm
http://www.eng.mil.ru/en/index.htm

b. Ministry of Foreign Affairs of various nations like India_(http://www.mea.gov.in/), People’s
Republic of China_(http://www.fmprc.gov.cn/eng/ ), France (http://www.diplomatie.gouv.fr/en/ ),
Russian Federation_(http://www.mid.ru/brp_4.nsf/main_eng )

c. Permanent Representatives to the United Nations Reports http://www.un.org/en/members/
(Click on any country to get the website of the Office of its Permanent Representative)

d. Multilateral Organizations like the NATO (http://www.nato.int/cps/en/natolive/index.htm ),
ASEAN (http://www.aseansec.org/ ), OPEC (http://www.opec.org/opec_web/en/ ), etc.

3. UN Reports:
All UN Reports are considered credible information or evidence for the Executive Board of the
Security Council.

a. UN Bodies: Like the SC (1. News Sources: ), GA (1. News Sources: ), HRC (1. News
Sources: ) etc.

b. UN Affiliated bodies like the

International Atomic Energy Agency _(http://www.iaea.org/),

World Bank (http:/www.worldbank.org/ ),

International Monetary Fund (http:/www.imf.org/external/index.htm

International Committee of the Red Cross (http://www.icrc.org/eng/index.jsp ), etc.

Treaty Based Bodies like the Antarctic Treaty System (http://www.ats.aq/e/ats.htm ),
International Criminal Court (http://www.icccpi.int/Menus/ICC )

(SOME LINKS MIGHT CAUSE AN ISSUE KINDLY TYPE THEM ON SEARCH
ENGINE) IMPORTANT NOTE: THIS BACKGROUND GUIDE ISN'T A VALID
SOURCE FOR PROOFS. IT IS JUST FOR REFERENCE, DON’T RESTRICT YOUR
RESEARCH TO SAME.)
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Nature and Proof of Evidence

Documents from the following sources will be considered as credible proof for any allegations
made in committee or statements that require verification:

Reuters: Appropriate Documents and articles from the Reuters News agency will be used to
corroborate or refute controversial statements made in committee.

UN Documents: Documents by all UN agencies will be considered sufficient proof. Reports
from all UN bodies including treaty-based bodies will also be accepted.

National Government Reports: Government Reports of a given country used to corroborate an
allegation on the same aforementioned country will be accepted as proof. The documents stated
above will hold a binding nature of establishment. Other sources like Wikipedia, Amnesty
International, or newspapers like the Guardian, and so on and so forth will not be accepted as
credible proof; but may be used for a better understanding of any issue and even be brought up in
debate, if the information given in such sources is in line with the beliefs of a government or a
delegate.

Agenda : Deliberating upon Tackling Transnational Organized Crime and Illicit Trade
ith ial emphasis on the digital a

INTRODUCTION

What is Transnational Organised Crime?

About: Organised crime is defined as illegal activities carried out by groups or networks working
together, often involving violence, corruption, or related actions to gain financial or material
benefits.

Transnational organised crime (TOC) occurs when activities or groups operate in multiple
countries.

Different Forms:

Money Laundering: It disguises financial assets to use them without detection of the illegal
activity that produced them. Criminals transform the proceeds of criminal activity into funds
with a seemingly legal source. The estimated amount of money laundered globally exceeds 2%
to 5% of the global Gross Domestic Product (GDP) or approximately USD 800 billion to USD 2
trillion in just one year.


https://www.drishtiias.com/to-the-points/paper3/money-laundering-1
https://www.drishtiias.com/daily-updates/daily-news-analysis/gdp-and-gva

1. Drug Trafficking: It continues to be the most lucrative form of business for
criminals,Global drug trafficking is estimated to be worth USD 650 billion, contributing
30% of the overall illicit economy.

2. Human Trafficking: A global crime where men, women, and children are used for sexual
or labour-based exploitation.Human traffickers are in it for the money, with estimated
annual global profits of USD 150 billion.

3. They victimise an estimated 25 million people worldwide, with 80% in forced labour and
20% in sex trafficking.

4. Smuggling of Migrants: A well-organised business moving people around the globe
through criminal networks, groups, and routes. In 2009, USD 6.6 billion was generated
through the illegal smuggling of 3 million migrants from Latin America to North
America

5. Illicit Firearms Trafficking: Arms trafficking or gunrunning is the illicit trade of
contraband small arms, explosives, and ammunition, which constitutes part of a broad
range of illegal activities often associated with transnational criminal organisations.

6. Trafficking in Natural Resources: It involves the trade of non-renewable resources like
minerals and fuels, and renewable resources like wildlife(skins and body parts for export
to foreign markets), forestry, and fishery.The sale of elephant ivory, rhino horn and tiger
parts in Asia alone was worth an estimated US USD 75 million in 2010.

7. Fraudulent Medicines: These include counterfeit medicines and medicines diverted from
legal and regulated supply chains.Instead of curing people, fraudulent medicines can
result in death or cause resistance to drugs used to treat deadly infectious diseases.

8. Cybercrime and Identity Theft: Criminals exploit the Internet to steal private data, access
bank accounts, and fraudulently obtain payment card details.
Ilicit Trade in the Digital Age
Ilicit trade in fake goods is a significant and growing threat in today’s globalized and

innovation-driven economy. Its harmful impact on economic growth, innovation, the rule of law
and, ultimately, trust in well functioning global markets, should not be underestimated. In recent


https://www.drishtiias.com/daily-updates/daily-news-analysis/drug-trafficking-and-treat-to-security
https://www.drishtiias.com/daily-updates/daily-news-analysis/human-trafficking-4
https://www.drishtiias.com/daily-updates/daily-news-editorials/countering-the-menace-of-smuggling
https://www.drishtiias.com/daily-news-analysis/reports-of-global-arms-trade-sipri
https://www.drishtiias.com/loksabha-rajyasabha-discussions/perspective-india-s-green-energy-transition#:~:text=Total%20Installed%20Capacity%3A%20According%20to,second%20position%20with%2010.5%20GW.
https://www.drishtiias.com/daily-updates/daily-news-analysis/india-abstains-to-vote-against-reopening-ivory-trade
https://www.drishtiias.com/daily-news-analysis/greater-one-horned-rhino#:~:text=Also%20known%20as%20Indian%20rhino,%2C%20fruit%2C%20and%20aquatic%20plants.
https://www.drishtiias.com/daily-updates/daily-news-analysis/tiger-87

years, the OECD and the EU Intellectual Property Office (EUIPO) have been collecting evidence
on various aspects of this risk.

The results have been published in a series of reports, starting with Trade in Counterfeit and
Pirated Goods: Mapping the Economic Impact (2016). These results have been expanded and
updated in subsequent reports, including Trends in Trade in Counterfeit and Pirated Goods
(2019) and Global Trade in Fakes: A Worrying Threat (2021). The findings are of concern, as
trade in counterfeit and pirated goods was found to amount to up to 2.5 % of world trade in 2019;
when considering only imports into the European Union, fake goods amounted to up to 5.8 % of
imports. These shares have remained stable over the years, and illicit trade in fakes remains a
serious risk to modern, open and globalized economies.

DIFFERENT FORMS OF TRANSNATIONAL ORGANIZED CRIME

Transnational organized crime is not stagnant, but is an ever-changing industry, adapting to
markets and creating new forms of crime. In short, it is an illicit business that transcends cultural,
social, linguistic and geographical boundaries and one that knows no borders or rules.

Drug trafficking continues to be the most lucrative form of business for criminals, with an
estimated annual value of $320 billion. In 2009, UNODC placed the approximate annual worth
of the global cocaine and opiate markets alone at $85 billion and $68 billion, respectively.

Human trafficking is a global crime in which men, women and children are used as products for
sexual or labour-based exploitation. While figures vary, an estimate from the International
Labour Organization (ILO) in 2005 indicated the number of victims of trafficking at any given
time to be around 2.4 million, with annual profits of about $32 billion. [4] Recent research on
overall forced labour trends however would suggest that the scope of the problem is much
bigger. In Europe, the trafficking of mostly women and children for sexual exploitation alone
brings in $3 billion annually and involves 140,000 victims at any one time, with an annual flow
of 70,000 victims.

Smuggling of migrants is a well-organized business moving people around the globe through
criminal networks, groups and routes. Migrants can be offered a "smuggling package" by
organized crime groups, and the treatment they get along the route corresponds to the price they
pay to their smugglers. In the process of being smuggled, their rights are often breached and they
can be robbed, raped, beaten, held for ransom or even left to die in some cases, when the risks
get too high for their smugglers. Many smugglers do not care if migrants drown in the sea, die of
dehydration in a desert or suffocate in a container. Every year this trade is valued at billions of
dollars. In 2009 some $6.6 billion was generated through the



illegal smuggling of 3 million migrants from Latin America to North America, while the
previous year 55,000 migrants were smuggled from Africa into Europe for a sum of $150
million.

Illicit trading in firearms brings in around $170 million to $320 million annually and puts
handguns and assault rifles in the hands of criminals and gangs. It is difficult to count the victims
of these illicit weapons, but in some regions (such as the Americas) there is a strong correlation
between homicide rates and the percentage of homicides by firearms.

Trafficking in natural resources includes the smuggling of raw materials such as diamonds and
rare metals (often from conflict zones). The trafficking of timber in South-East Asia generates
annual revenues of $3.5 billion. In addition to funding criminal groups, this strand of criminal
activity ultimately contributes to deforestation, climate change and rural poverty.

The illegal trade in wildlife is another lucrative business for organized criminal groups, with
poachers targeting skins and body parts for export to foreign markets. Trafficking in elephant
ivory, thino horn and tiger parts from Africa and South-East Asia to Asia produces $75 million
in criminal profits each year and threatens the existence of some species. Organized crime groups
also deal in live and rare plants and animals threatening their very existence to meet demand
from collectors or unwitting consumers. According to the WWE, traffickers illegally move over
100 million tons of fish, 1.5 million live birds and 440,000 tons of medicinal plants per year.

The sale of fraudulent medicines is a worrying business, as it represents a potentially deadly
trade for consumers. Piggybacking on the rising legitimate trade in pharmaceuticals from Asia to
other developing regions, criminals traffic fraudulent medicines from Asia, in particular to
South-East Asia and Africa to the value of $1.6 billion. Instead of curing people, however, they
can result in death or cause resistance to drugs used to treat deadly infectious diseases like
malaria and tuberculosis. In addition to traditional trafficking methods, criminals continue to
build a lucrative online trade in fraudulent medicines targeting developed and developing
countries alike, which can also lead to health implications for consumers.

Cybercrime encompasses several areas, but one of the most profitable for criminals is identity
theft, which generates around $1 billion each year. Criminals are increasingly exploiting the
Internet to steal private data, access bank accounts and fraudulently obtain payment card details.



GLOBAL THREATS, LOCAL AFFECTS

While transnational organized crime is a global threat, its effects are felt locally. When organized
crime takes root it can destabilize countries and entire regions, thereby undermining
development assistance in those areas. Organized crime groups can also work with local
criminals, leading to an increase in corruption, extortion, racketeering and violence, as well as a
range of other more sophisticated crimes at the local level. Violent gangs can also turn inner
cities into dangerous areas and put citizens' lives at risk.

Organized crime affects people in the developing and the developed worlds. Money is laundered
through banking systems. People become victims of identity theft, with 1.5 million people each
year being caught out. In many developed countries, criminal groups traffic women for sexual
exploitation and children for purposes of forced begging, burglary and pickpocketing. Car theft is
also an organized business, with vehicles stolen to order and taken abroad. Fraudulent medicines
and food products enter the licit market and not only defraud the public but can put their lives
and health at risk. Added to this is the trade in counterfeit products, which deprives countries of
tax revenues. This can also have an impact on legitimate companies when illegally produced
goods displace sales of original products, which in turn hurts employer revenues.

Organized crime adds to an increase in public spending for security and policing and undermines
the very human rights standards that many countries strive to preserve, particularly when
activities such as human trafficking in human beings, kidnapping and extortion are taken into
consideration. It can also fuel local crime, which in turn drives up costs such as insurance
premiums and adds to the general level of criminality and insecurity in society.

HOW IS MONEY LAUNDERED

The profits of most crimes are generated as cash, which is risky for criminals. Difficult to hide,
cash increases the probability of exposure, theft by rival criminals and seizure by the police.
When cash enters the legitimate economy, it is particularly vulnerable to identification and law
enforcement intervention.

As a result, criminals move to prevent cash from attracting suspicion. For example, they may
move it abroad, or they might use it to buy other assets or try to introduce it into the legitimate
economy through businesses that have a high cash turnover. As an integral part of transnational
organized crime, it is estimated that some 70 per cent of illicit profits are likely to have been
laundered through the financial system. Yet less than 1 per cent of those laundered proceeds are
intercepted and confiscated.



WHAT CAN BE DONE ABOUT TRANSNATIONAL ORGANIZED CRIMES

Combating a global phenomenon such as transnational organized crime requires partnerships at
all levels. Governments, businesses, civil society, international organizations and people in all
corners of the world have a part to play. Some aspects that are critical in fighting organized crime
include:

Coordination: integrated action at the international level is crucial in identifying, investigating
and prosecuting the people and groups behind these crimes.

Education and awareness-raising: ordinary citizens should learn more about organized crime and
how it affects everyday lives. Express your concerns to policy and decision makers so that this
truly global threat is considered by politicians to be a top priority among the public's major
concerns. Consumers also have a key role to play: know what you are purchasing, do so ethically
and make sure that you do not fuel organized crime.

Intelligence and technology: criminal justice systems and conventional law enforcement methods
are often no match for powerful criminal networks. Better intelligence methods need to be
developed through the training of more specialized law enforcement units, which should be
equipped with state-of-the-art technology.

Assistance: developing countries need assistance in building their capacity to counter these
threats. An important tool that can help with this is the United Nations Convention against
Transnational Organized Crime, which has been ratified by 170 parties and provides a universal
legal framework to help identify, deter and dismantle organized criminal groups. In October 2012
the sixth session of the Conference of the Parties to the United Nations Convention against
Transnational Organized Crime was held in Vienna.

That biennial series of meetings brings together Governments from across the world to promote
and review the execution of the Convention in order to ensure better implementation in tackling
this international issue. At a practical level, UNODC helps strengthen the capacity of States to
track and prevent money-laundering with training and technical assistance for following the
money trail. These measures can help cut off the profits of crime.
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Quick Facts

Transnational organized crime is estimated to generate $870 billion a year - more than six times
the amount of official development assistance and close to 7 per cent of the world's exports of
merchandise (2009).

Every year, countless lives are lost as a result of organized crime. Drug-related health problems
and violence, firearm deaths and the unscrupulous methods and motives of human traffickers and
migrant smugglers are all part of this.

Transnational organized crime is not stagnant, but is an ever-changing industry, adapting to
markets and creating new forms of crime. In short, it is an illicit business that transcends cultural,
social, linguistic and geographical boundaries and one that knows no borders or rules.

There are many activities that can be characterized as transnational organized crime, including
drug trafficking, smuggling of migrants, human trafficking, money-laundering, trafficking in
firearms, counterfeit goods, wildlife and cultural property, and even some aspects of cybercrime.

Illicit trade as a term has been used to describe a wide array of activities, from the smuggling of
simple products to industrial-scale Intellectual Property infringement by sophisticated
companies.we are concerned with illegal products that are widely available to the consumer,
including basic goods such as food and car parts, clothing and accessories, tobacco and digital
products. Within these product groups, we are concerned with both contraband — authentic
products being sold illegally — and counterfeit illegal copies or “fakes”. We are not focussing per
se on the illegal efforts to acquire more niche products such as firearms or illegal wildlife
products, although we hope and expect that the measures recommended here will aid efforts to
tackle these other areas too.
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High taxes

The most significant example of taxation leading to high levels of illicit trade is tobacco.
Successive increases in tobacco excise duties have significantly increased the market price.
Accordingly, the trade in illicit cigarettes has grown significantly over the same period, to the
extent that now over 50% of cigarettes smoked in Malaysia is illicit (Oxford Economics, 2017).
This approach has been driven by the reasonable policy goal of reducing smoking levels to
improve public health. However, the policy has been unsuccessful in that regard as smoking
levels remain high and with an illicit, rather than legal, product being consumed. Other countries
have faced similar rises in illicit trade following increases in tobacco excise rates and have
subsequently tried to address this through reform of the tax system.

Case Study: Tobacco Taxation in Canada

In an attempt to raise government revenue and deter individuals from smoking, the Canadian
federal and provincial governments increased the taxes on cigarettes between the years of 1980
and 1993 (Reason Foundation, 2014).

In the years following its implementation, the cost of a pack of cigarettes surged by 170%.

But despite the boost in federal nominal revenue, Canada saw the expansion of the tobacco black
market—as price-sensitive consumers searched for alternatives to evade taxation, economic
activity moved underground. This came with several social and economic costs.

Law enforcement officials in the early 1990s reported the presence of organized crime gangs,
bringing violence to the area and creating hardships for corner store operators whose livelihoods
depended on the legal cigarette market. By 1993, the tax loss as a result of these black markets
reached the vicinity of 12.4 billion Canadian dollars. Contraband cigarettes had increased from
occupying 1% of total market share in 1987 to about 31% in 1993.

In response, the Canadian federal government announced a drastic reduction in tobacco taxes in
February of 1994, essentially cutting the retail price of cigarettes by half. Federal taxes on
cigarettes fell from CAD 10.36 to CAD 5.36 per carton.

Several provincial governments then followed suit, reducing their respective cigarette tax rates in
response. The result was an average decrease of 54% in federal and provincial tax rates on
cigarettes, excluding those provinces who did not drop their tax rates.

Following the tax cut, the number of seizures of illegal cigarette cartons declined by 93.6%. But
this did not last long—after 2001, the federal government once again introduced rapid tax
increases, resulting in an escalation of the number of illegal carton seizures.

By 2008, numbers were back to pre-tax-cut highs. However, after 2009, carton seizures began to
drop once again, even while taxes remained high. An explanation for this could be the
improvement in enforcement against tobacco smugglers and the rising tobacco taxes in
neighboring US states.



NEW TECHNOLOGIES TO COUNTER ILLEGAL TRADE

There are technologies available to States, businesses and citizens to fight more effectively
against illicit trade. This involves tracking and tracing technologies which enable to mark a
unique code on each product, and to follow it through the supply chain as the code is scanned in
each warehouse or point of distribution. Information can be attached to this code regarding the
product’s origin and the destination market.

By checking this code, the customs authorities, businesses and consumers would be able to see
the logistics journey taken by the product and check that it reaches its destination market, thereby
enabling the identification of counterfeit or smuggled products. Since checking the origin and
destination of products via the simple reading of the code would be possible with a smartphone,
the work of the police and customs authorities would be speeded up considerably.

This also implies forgery-proof authentication technologies so that the authenticity of a product
can be proven with certainty. Traditional technologies such as holograms and optically variable
inks, applied to paper stamps, can now mostly be replicated. There are new technologies.

These include security markers, based on combinations of rare earths or nanoparticles which
issue a specific optical or electronic signature that can be validated by a dedicated scanner or
material biometry, which like a human fingerprint or iris recognition, enables the generation of a
unique signature, specific to each unit product, based on the structural vicissitudes in the material
itself. This technology is already available and will certainly be developed further.

The impact of illegality

Illegal D2C sales particularly affect the fashion, alcohol, perfume, consumer electronics and
tobacco sectors.

Like all illicit trade, D2C is detrimental to businesses in a myriad of ways. Broadly speaking, it
has a damaging impact on three fronts: sales, supply chains and ESG.

Revenue and profitability

The sale of a counterfeit item is obviously a lost sale to a legitimate firm. But both counterfeit
and contraband illicit D2C sales also distort pricing and profitability in the wider market.
Companies may be forced to adjust their pricing strategies to compete with black-market
operators.



Brand strategy

Fake goods weaken a business’s brand strategy, positioning and messaging. That may be through
the dilution of exclusivity and prestige; an inconsistent experience between genuine goods and
copies; or a lack of control over how and where products are sold.

Channel conflict

Ilicit D2C trade also undermines genuine sales channels, by creating friction between brands
and their authorized retail and distribution partners. Retailers and distributors may blame brands
for not clamping down on illicit trade. Meanwhile, brand owners might suspect distributors of
allowing products to leave their warehouses ‘via the back door’, enabling illicit trade.

BRIEF STUDY REGARDING ILLICIT TRADE ON ONLINE PLATFORMS

According to Europol, there are more than 5,000 organised crime groups under surveillance in
the EU; highly skilled organisations with cross-border operations coordinated online. Over time,
criminals have upgraded their methods, with Europol’s SOCTA report 2021 describing today’s
criminals as “digital natives”. While many crimes have fully migrated online, “virtually all
criminal activities”  feature  someonline = component. “Criminals exploit encrypted
communications to network among each other, and use social media and instant messaging
services to reach a larger audience to advertise illegal goods, or spread disinformation,” reads
Europol’s report.

Given this trend, the International Chamber of Commerce has projected that the global economic
value of counterfeiting and piracy could reach $2.3 trillion this year. “Criminal activity on the
internet is a growing problem today,” MEP Arba Kokalari tells The Parliament Magazine. “It
harms consumers who accidentally purchase dangerous products, businesses that are exposed to
unfair competition and victims of crime financed through unlawful trade.” Fellow EPP MEP
Ivan Stefanec adds, “E-commerce platforms play an essential role in a globalised digital
economy, which was accelerated by the pandemic. However, their services are at risk of being
misused by third parties including terrorists for illegal activities.”

For certain industries, such as the pharmaceutical and tobacco sectors, fighting illicit online
products has become a permanent arm of their activities. Affordable Medicine’s
Secretary-General Kasper Ernest told The Parliament Magazine that since the Falsified



Medicines Directive (FMD) was implemented it’s possible to verify every medicinal product
arriving at factories in the EU. “I would never buy medicine online, unless I absolutely trusted
the seller,” Ernest added. The European Federation of Pharmaceutical Industries and Association
(EFPIA) also recognises that counterfeit medicines represent a threat to patients’ health and
safety and has signed up to the DG GROW MoU on the sale of counterfeit goods on the internet,
a voluntary agreement facilitated by the European Commission to prevent offers of counterfeit
goods from appearing in online marketplaces.

One sector particularly affected by illicit trade is the tobacco industry. According to the World
Bank, the global trade in illicit tobacco is reportedly worth an estimated $40-50bn each year to
the criminal groups who produce, manufacture, smuggle and sell tobacco products. While in
Europe, an official report by French politicians Eric Woerth and Zivka Park reveals that there is a
lack of a “comprehensive idea of [tobacco] counterfeiting”, with the report also acknowledging
the existence of factories in Belgium and Spain. Nevertheless, when asked in 2020 about the
financial consequences caused by the illicit tobacco trade, EU Budget Commissioner Johannes
Hahn said this figure is estimated to be around €10 billion in losses to annual and EU budgets.

In response to fears that the profits from illicit tobacco trade are being funnelled into terror
groups or organised crime, JTI (Japan Tobacco International) established the Antilllicit Trade
(AIT) team in 2009, which has been directly responsible for seizures of over three billion illegal
cigarettes by law enforcement in 2021. The Teams official investigation initiated by JTI revealed
that criminals were using Facebook and other social media channels to make millions of pounds
selling cigarettes — many of them fake. The investigations into sales relating to JTI alone resulted
in more than 17,000 social media posts for 210,000 items being removed from the internet
between 2015 and 2019. “Technology has been increasingly deployed throughout the pandemic
to enable sales of illegal tobacco. Through our own initiatives over 24,500 illegal tobacco
websites were removed in the UK, Ireland, Spain, France, Romania,” says lan Monteith, Director
of Anti Illegal Operations at JTI.



RELEVANT LEGAL FRAMEWORKS

Here is a list of 10 relevant legal instruments related to transnational organized crime and illicit
trade in the digital age:

1.

10.

United Nations Convention against Transnational Organized Crime (UNTOC) (2000) -
The main international instrument to combat transnational organized crime, requiring
criminalization of participation in organized crime groups, money laundering, corruption,
and obstruction of justice.

Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and
Children (2000) - Supplements UNTOC and provides the first global legally binding
definition of trafficking in persons.

Protocol against the Smuggling of Migrants by Land, Sea and Air (2000) - Aims to
prevent and combat the smuggling of migrants and promote cooperation among States
parties.

Protocol against the Illicit Manufacturing of and Trafficking in Firearms, Their Parts and
Components and Ammunition (2001) - Targets the illicit manufacturing and trafficking of
firearms.

Budapest Convention on Cybercrime (2001) - First international treaty on crimes
committed via the Internet and other computer networks, dealing with infringements of
copyright, computer-related fraud, child pornography and violations of network security.
Convention on Cybercrime of the Council of Europe (2001) - Aims to pursue a common
criminal policy to protect society against cybercrime, by adopting appropriate legislation
and fostering international cooperation.

African Union Convention on Cyber Security and Personal Data Protection (2014) -
Provides a legislative framework to secure electronic transactions, personal data
protection, and the fight against cybercrime in Africa.

League of Arab States Convention on Combating Information Technology Offences
(2010) - Aims to combat information technology offences and enhance cooperation
among Arab states.

Shanghai Cooperation Organization Agreement on Cooperation in the Field of
International Information Security (2009) - Promotes cooperation among member states
in ensuring international information security.

ASEAN Convention on Cybercrime (2001) - Aims to promote a safer and more secure
cyberspace in the ASEAN region through enhanced cooperation in combating
cybercrime.
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